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Introduction

Changes to the look & feel and functions within 
the ICMS and FAN sites:

FAN –  
Navigation panel
Change / update password
Forgot password
Personalized challenge questions

ICMS – 
Change / update password
Forgot password
Personalized challenge questions
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Left Navigation - FAN 

• Instruction 
Manual link 
changed its look 
and the Change 
Password link 
had been added
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Old “Change Password” page

This is an old look of the Change Password page.
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New “Change Password” 
section…

Now this page has 2 sections. This is the first one.
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…followed by “Select your Challenge 
Questions” section

This is the second 
section.

Please note:
All fields in this 
section are required
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First time login with non-expired 
password

If your password had been 
created within the last 180 
days but the challenge 
questions have not been 
selected yet, after logging in 
you will be redirected to this 
page with the message in red 
font “Please select your 
challenge questions and 
answers.” 
You don’t have to change your 
password at this point, just 
select the questions and 
provide the answers.
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Your password has expired

When your current password 
will be expired, after logging in 
you will be redirected to this 
page again and see the 
following message:
“Your password has expired 
and must be changed.” 
• You will have to change 

your password.
• Optionally, you can change 

your questions and 
answers, too.
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First time login with expired password

Both of the above message 
display together if the 
password has expired and the 
questions have not been 
selected yet:

“Your password has expired 
and must be changed.”
“Please select your challenge 
questions and answers.” 
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Questions selection process

Please complete the 
“Change Password 
fields” and scroll to the 
“Select your Challenge 
Questions” section.

In the beginning, there 
are 5 drop-downs with 
20 questions each.
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Questions selection process 
(Cont.)

But once the first 
question is 
selected, the 
second drop-
down list will 
contain only 19 
questions and so 
on… until the 
user has 5 
personal 
questions.
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Challenge Questions list

• What was the make of your first car?
• In what city did you meet your 

spouse/significant other?
• What was your childhood nickname? 
• What is the name of your favorite 

childhood friend? 
• What street did you live on in third 

grade?
• What is your oldest sibling’s birthday 

month and year? 
• What is the middle name of your

oldest child?
• What is your oldest sibling's middle 

name?
• What school did you attend for sixth 

grade?
• What was your childhood phone 

number including area code? 

• What was the name of your first 
stuffed animal?

• In what city or town did your 
mother and father meet?

• What was the last name of your 
third grade teacher?

• What is the first name of the boy 
or girl that you first kissed?

• What is your maternal 
grandmother's maiden name?

• In what town was your first job?
• What’s your paternal grandfather’s 

middle name?
• What’s your favorite vacation 

spot?
• What’s your favorite TV show?
• What’s your favorite hobby?
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Forgot to change your expired password…

If you’ve selected the challenge 
questions but forgot to change 
your expired password……there 
will be a reminder after you click 
the “Save Changes” button at the 
bottom of this page.
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New “Forgot Password” page

There used to be a 
“Forgot Password” 
pop-up…

…now there is a “Forgot Password” 
page
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One of the five questions you’ve 
selected is displayed 
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Sorry, wrong answer

You have a 
second chance 
to answer a 
different 
question.
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If the second answer is wrong…

Please call the 
ESGR Support 
office at (800) 336-
4590 (option 3) for 
help.

09/27/2012 www.esgr.mil 18



If the first or the second answer was 
correct…

You will 
receive the 
one-time 
password 
generated by 
the 
application in 
your mailbox 
associated 
with this 
account.
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Please change your password

After logging in 
with the 
automatically 
generated one-
time password 
you will be 
prompted to 
change it.
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Need help with your password reset 
or the challenge questions?

The FAQ page has 
been updated to 
address some 
questions you may 
have about the 
password reset and 
challenge questions.
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